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Executive Summary

O Digital transformation needs to go hand in hand with an evolution of the wide area network (WAN).
IDC has built a comparison framework to understand how advanced different organizations are in
this evolution. In this benchmark survey responses from 300 network experts and decision makers
have been scored to group organizations into 3 levels of WAN maturity, based on their approach to
infrastructure, intelligence and operations. The most advanced organizations (16%) have been classed
as WAN Leaders.

O These WAN Leaders typically get the link between digital transformation and the WAN. On one hand
the success of digital transformation is dependent on a well functioning network, while on the other
hand the adoption of digital technologies is accelerating network demands. At the same time security
is a key concern. Budgets, however, are not growing at the same pace leaving organizations with a
balancing act.

O Many organizations are struggling to adapt their WANSs to these evolving needs. The implementation
of more advanced connectivity options, in combination with a wider use of intelligence and
automation can help organizations improve their network.

O SD-WAN has emerged as a solution that can address these changing business requirements. Adoption
among organizations is accelerating, as they are attracted by a range of reasons that together help
them optimize cost and performance.

O SD-WAN should serve as a stepping stone toward a “network-as-a-service”. The combination with
virtual network services will help them maximize the benefits they associate with virtualization like
improved security, faster provisioning and reduced complexity. SD-WAN and virtual network services
will be key building blocks for a WAN that can enable business outcomes and become a driver of
digital transformation
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The WAN Plays a Critical Role in Digital Transformation (DX)

Digital transformation is now an imperative for organizations.
IDC’'s annual leadership survey shows that 89% of European
CEOs have DX as a major business priority. However, only 23%
of respondents in IDC's survey consider their ICT investment
strategy as transformative, which means they invest heavily to
transform and digitalize their business.

An element that is often underexposed in the digital
transformation journey is the wide area network (WAN). The
success of digital transformation is highly dependent on a well
functioning network that connects an organization’s employees,
sites, partners, and other stakeholders, providing access to

the right applications and data at the right time. Concurrently,
the adoption of digital technologies such as cloud and Big

Data is driving network requirements to new heights. Digital
transformation therefore needs to go hand in hand with WAN
evolution.

IDC has built a comparison framework in which survey responses
are scored to group organizations into 3 levels of WAN maturity
based on their approach to infrastructure, intelligence, and
operations. In this benchmark, the most advanced organizations
(16%) have been classed as WAN Leaders.

WAN Leaders typically get the link between DX and the WAN.
Elsewhere, senior management often underestimates the
importance of the WAN. They should start thinking about their
WAN as a driver of business outcomes that empowers business
agility and innovation.
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Source: IDC EMEA, European DX Practice Survey, March 2017

IDC's WAN Assessment

WAN FOLLOWERS WAN GENERALISTS

of CEOs put DX

at the core of
corporate strategy

What are the key business outcomes that
your company’'s WAN should support?

1% 52% 50%
44%
37%
33%
15%

‘ Others

‘ WAN Leaders

How does senior WAN LEADERS

onagement 4% —
perceive the

role of the WAN for OTHERS

your company? 37% 52% 11%

As a strategic tool that drives

As a necessary ‘ As an important asset that allows us
competitive differentiation

cost to deliver business outcomes
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Network Requirements Are Accelerating, But Budgets Are Not

I
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The demands that organizations place on their WAN
are set to accelerate. Cloud has by far the most impact
on requirements. WAN Leaders see this even more
than others. They also put notably more emphasis on
Internet of Things and artificial intelligence.

Security is generally seen as the main factor that will
drive network requirements. The critical role of security
is underlined by the expectations of WAN Leaders,
while they also foresee a bigger impact of traffic
volumes and connecting new sites than others. At the
same time, they are considerably less concerned about
cost.

Companies typically expect their WAN budget to show
no change or a modest increase. This leaves network
managers with a balancing act between accelerating
requirements and much flatter budget development.
However, WAN Leaders seem to realize that a more
substantial increase may be needed to effectively drive
digital transformation.
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Which of the following technology areas will
have the biggest impact on your company’s
WAN requirements in the coming years?

75%
57%
0
31%
12%
CLOUD SERVICES INTERNET OF THINGS ARTIFICIAL INTELLIGENCE
(Al), COGNITIVE COMPUTING
& s B
o~
‘ WAN Leaders Others
How do you WAN LEADERS
expect the 339%
budget for the
WAN to change, OTHERS
if at all, in the I 48%

next two years?

Source: IDC WAN Survey, sponsored by NTT Communications, n=300, February 2018.

‘ Modest decrease

What are the key factors that will drive your
company’s network requirements over the
next two years?

SECURITY

42%

45% I

No change Modest increase ' Strong increase
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Organizations Struggle to Adapt Their WAN to Changing Needs

What do you see as the biggest challenges for How easy do you think it is to do each of the
e _ . your company’s WAN in the coming two years? following on your company’s current WAN?
(@) Organ.lzatlons. need to adapt their WAN to cope with 65% — Challenging/Very Challenging

changing business dynamics. However, many of them 589 WAN Leaders Others 0%
are struggling to do this. Security threats and regulatory 54% L 65% 49%
compliance are generally perceived as key WAN 0

P senera’y p Y . e >0% 46% 23%
challenges. Regular tasks, such as connecting new sites, 0 6%
provisioning network functions, and updating policies, 0 20%
are a challenge for many. At the same time, a minority of .
organizations feel that their staff and network are well 6 /° 4%
equipped to meet growing requirements. SECURITY REGULATORY CONSTRAINTS INADEQUATE PROVISION UPDATE NETWORKING CONNECT

THREATS COMPLIANCE OR ON NETWORK SERVICE FROM NEW NETWORK OR SECURITY POLICIES/ NEW SITES
DATA PROTECTION BUDGET, SKILLS, NETWORK FUNCTIONS SETTINGS
(e.g., GDPR) OR TIME PROVIDERS

WAN Leaders also see challenges, but they are different @ VN Leaders others
in nature. They are more concerned about security
and recognize the importance of gompllance ahd data Do you feel that the staff at your company How ready is your company'’s network to
protection measures, such as the implementation of the have the right skills to drive the evolution of meet growing requirements and deliver these

General Data Protection Regulation (GDPR). At the same its WAN? — Yes
time, they are less concerned than other companies
about resource constraints and inadequate service from
network providers. This is reflected in the ease with

business outcomes?
— Somewhat/Completely Ready

) . O/n O-cvvvveeees
which they can do regular tasks and the confidence they 90%
have in the readiness of their staff and network for the o 40%
future. L
............. 0 31%
‘ WAN Leaders Others ‘ WAN Leaders Others
— IDC e © IDC Source: IDC WAN Survey, sponsored by NTT Communications, n=300, February 2018. An IDC InfoBrief, Sponsored by N'T'T Communications




Organizations Search for Ways to Optimize Their WAN

What changes have you made or are you Does your company use any of the following
: : : : planning to make to your company’s WAN to in its WAN solution?
Companies are implementing a wide range of

. : ; : respond to these changing requirements?
measures in their WAN in response to changing ACTIVE-ACTIVE ARCHITECTURE WITH MULTIPLE CONNECTIONS PER SITE

business requirements. Security, network performance _ 67%
monitoring and bandwidth are the most common areas 7504, P 46%

Of improvement. Ne dOing anything E Clearly TOIE &1 67% PRIVATE CONNECTIVITY TO KEY PUBLIC CLOUD PROVIDERS
option 54% I G
-l o I 37%
WAN Leaders are more perceptive of how advanced 40% 41% 0
WAN options, such as active-active architectures, local LOCAL INTERNET BREAK-OUT
internet breakouts, cloud connectivity, and bandwidth I G5
on-demand can help them optimize cost and DN 21%
performance. They also show more strategic buying AT T G 0TS
behavior, sourcing WAN connectivity centrally where it IMPROVE IMPROVE NETWORK INCREASE
makes sense. SECURITY 'MONITORING BANDWIDTH
‘ WAN Leaders . Others ‘ WAN Leaders

<1%

Do not change their WAN in
response to changing network
requirements
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A Transformative Business Requires a WAN With Intelligence

Does your company use any of the following What is your company’s approach to
O Connectivity by itself will not be enough to bring the intelligent WAN services? using network intelligence to optimize the
corporate WAN into the digital transformation era. 38% network? — Using Predictive Analytics
Network intelligence will play an increasingly critical
role in optimizing the network and ensuring that 69%

application performance expectations are met. 63% 65%
54%
Intelligent services such as real-time monitoring, 399

application performance management, replay 320,
functionality, and WAN optimization can drive

visibility into the network and applications and

significantly improve performance. Predictive

analytics and automation will prove a powerful

combination to drive performance even further. YT SRS WAN L

MONITORING/ PERFORMANCE OPTIMIZATION FUNCTIONALITY

VISIBILITY MANAGEMENT FOR NETWORK

OR APPLICATION

PERFORMANCE

VISIBILITY
‘ WAN Leaders Others ‘ WAN Leaders ‘ Others
WAN LEADERS OTHERS

How does your ‘ We take a best-effort approach

company ensure
application performance
expectations are met?

We physically segment the network
to separate traffic classes

We virtually segment the network
to separate traffic classes

‘ We statically configure QoS to
prioritize traffic to key applications

Our network can automatically adapt to ensure app
performance and user experience based on SLAs
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Security is a Key Consideration on All Counts

What do you see as the biggest challenges
for your company’s WAN in the coming two

Security is top of the agenda on all counts, and rightfully so.
y P 8 8 y years?

Security threats are considered the #1 WAN Challenge and a
key driver of network requirements. WAN Leaders emphasize 65%
this importance even more than others. 589%

In spite of this recognition, much work remains to be

done. Few organizations beyond the most advanced have
implemented a form of rapid detection and response in their
WAN, let alone technology that lets its policy automatically
reconfigure based on predictive analytics. At the same time,
updating policies and settings is still a challenge for many.

SECURITY THREATS

‘ WAN Leaders ‘ Others

How easy do you think it is to update

How does your company 859%, networking or security policies/settings on
manage its WAN security policy your WAN? — Challenging/Very Challenging
today ? — Rapid
Detection/Response or

Automatic Reconfiguration 65%
°
16%
‘ WAN Leaders Others ‘ WAN Leaders Others
E——= ID‘ fﬁ%f © IDC Source: IDC WAN Survey, sponsored by NTT Communications, n=300, February 2018. An IDC InfoBrief, Sponsored by {I'TCommunications



SD-WAN Has Emerged in Response to Business Requirements

SD-WAN
CONTROLLER
Hybrid-network leverage cLOUD
‘ . DATACENTER
000
Centralized, application-based 0 n 2 —
¢y controller N[ Pre
policy controller BRANCHES SD-WAN :
— 00
Oﬂﬂ \ —— 00
- —— 00
Application and network
performance monitoring
Software overlay tha.t abstracts 00
and secures underlying networks — J/
|_| 00 —— BROADBAND
INTERNET
HQ SD-WAN

Dynamic path selection to optimize ¥ Q k — oo

the WAN based on application
requirements (J_‘jr / 20

— 00
MPLS/
PRIVATE LINE ENTERPRISE
DATACENTER
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SD-WAN'’s Reduced Complexity, Traffic Optimization and Flexibility Drives Rapid Adoption

O Attention on SD-WAN has been growing for the past couple of years,
with many product launches and hype building. Traction among
end users is now also clearly increasing. SD-WAN is now a common
component of RFIs and RFPs. This is clearly shown in current and
planned usage. WAN Leaders are clearly ahead of the curve.

The value proposition of SD-WAN is not just about pure cost
reduction, but rather about a combination of factors that help
organizations optimize cost vs. performance. Reduced complexity,
flexibility and traffic optimization are the most important. Security,
uncertainty around interoperability and lack of standardization and
market maturity are key factors holding back adoption for WAN
Leaders, while others worry more about cost and a lack of skills.

Which of the following best
describes your company'’s
adoption, plans, or awareness
of SD-WAN — Using - Limited/
Extensive Deployment &

&
7 1 % o;\?\Q

EMEA SD-WAN Market

16%

2016 2021

The SD-WAN Opportunity in EMEA

‘ WAN Leaders Others (IDC# EMEA423433317, April 2017)

IDC
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What are the most important reasons for
using or considering using an SD-WAN
solution for your company?

REDUCE WAN-MANAGEMENT COMPLEXITY

I  53%

FLEXIBILITY TO USE DIFFERENT NETWORKS (E.G.,
BROADBAND, MPLS, LTE) FOR APPLICATION DELIVERY

I 45%

OPTIMIZE WAN TRAFFIC BY LATENCY, JITTER, PACKET LOSS

I 45%

BANDWIDTH CAPACITY FLEXIBILITY

I  38%

FASTER TURN UP (WAN PROVISIONING)

I 32%

PRIORITIZE NETWORK CONNECTION BY APPLICATION TYPE OR WORKLOAD

I  30%

LOWER WAN TRANSPORT COSTS

I  30%

POLICY-BASED INTELLIGENT PATH SELECTION

B 13%

‘ WAN Leaders Others

Source: IDC WAN Survey, sponsored by NTT Communications, n=300, February 2018.

What are the main factors that inhibit (or
slow) your company’s adoption of SD-WAN?

SECURITY CONCERNS

I /1%

UNCERTAINTY AROUND INTEROPERABILITY
WITH EXISTING NETWORK

I 54.%

LACK OF STANDARDIZATION AND MARKET MATURITY

I 33%

CURRENT NETWORK WILL BE ABLE TO COPE WITH REQUIREMENTS
FOR THE FORESEEABLE FUTURE

I 33%

COST

I 1%

LACK OF C-LEVEL VISION AND UNDERSTANDING OF POTENTIAL

B 10%

LIMITED ROI VISIBILITY/MEASURABILITY

H 10%

LACK OF NECESSARY SKILLS

I 10%

WANT TO AVOID PEOPLE AND PROCESS CHANGE DUE
TO NETWORK TRANSFORMATION

. 6%

‘ WAN Leaders Others
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From SD-WAN to NaaS

SD-WAN should serve as a stepping stone toward a true network as a service
(NaaS), where SD-WAN and a wide range of network functions are deployed SD-WAN NaaS
as virtual services, via an on-demand consumption model. Depending on the
architecture, an SD-WAN device may become the home of a range of virtualized
network services, or SD-WAN itself could be deployed as one of multiple virtual
functions on a universal CPE. The combination of SD-WAN with other virtual —
network services helps organizations maximize benefits that they associate with Il
virtualization, such asimproved security, easier updates, and faster provisioning.

WAN OPT

NETWORK

PRIVATE

& | |l

IMPROVED SECURITY m ——— —
e — G50

EASIER POLICY/SOFTWARE UPDATES APPS i

— 12 ==
(]

FASTER PROVISIONING 4G INTERNET =

™ 0% ~H — —  VIRTUAL
° = |

REDUCTION IN REQUIRED RACK SPACE (M FUNCTIONS

— 33% e Routing WAN optimization

SD-WAN APM
COST REDUCTION Firewall WLAN

I 33

REDUCED MANAGEMENT COMPLEXITY 29%

CONSISTENT POLICIES ACROSS NETWORK

0
. /% O Transport-agnostic O Replace expensive HW appliances

FLEXIBILITY OF AS-A-SERVICE MODEL

- 15% O Manage app rather than device O On-demand services

‘ WAN Leaders ‘ Others

p— i

What do you see as the top benefits that virtual network
services can bring to your company?

0000

J]O000
0000

O Agile delivery O Automated control/management
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Essential Guidance

Digital transformation, with cloud at its heart, is changing the networking paradigm and driving
requirements to unprecedented heights. The WAN needs to change to cope with these demands
and enable organizations to reap the full benefits of digital transformation.

Review the strategic roadmap for the
evolution of your WAN. Assess the
current status of your network, and
where you want it to be in the future.
Prepare a gradual migration path
that leverages existing infrastructure
where possible.

An IDC InfoBrief, Sponsored by
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Consider how you can optimize your
use of intelligence and automation
to give your network the scalability,
flexibility, manageability, cost
effectiveness, and security that it
needs.

SD-WAN has emerged as a solution that can
integrate much of the above. Start exploring today,
if you haven't already, what benefits SD-WAN may
or may not bring to your organization. Beyond that,
investigate how a more widespread use of network
virtualization can help you reap further benefits in
terms of security, flexibility, and efficiency.

To assess the state of your WAN and find out how you can prepare for
the future, go to NTT's Next-Generation WAN Advisor



https://ntt.idcready.net
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Methodology

This Infobrief draws upon on a survey about plans, usage, and attitudes related to the
Wide Area Network (WAN)

Respondents: influencers or decision
makers for network or telecom
services

Sample Size: 300

Industries: all verticals except
government and telecom

Fieldwork: January-February 2018

Survey Method: CATI
O y 100

‘ France Germany United Kingdom




